1、 利用抓包工具获取telnet交换机密码
首先，打开Wireshark软件，
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打开之后选择捕获选项[image: ]，
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这里会让选择是捕获哪个端口的信息，由于我机子装有虚拟机，所以会有两个虚拟网卡的接口，我们这里选择本地连接的接口。
这里拓展一下，接口可以通过右下角的管理接口，选择或者取消掉不想要的接口，还可以在输出选项卡中，选择输出的文件路径，以及输出格式等其他选项，在选项的选项卡中，主要设置显示的信息，以及解析名称，及自动停止捕获等设置。
设置好之后点击开始，就可以开始抓包了
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开始telnet登录交换机
开始——运行——cmd，telnet + IP，输入正确的用户名密码登录
[image: ]
然后切换到抓包工具，停止抓包，在过滤工具栏中输入telnet，表示过滤telnet协议的包，
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这里可以看到，抓包的信息包括，时间，源IP地址，目标IP地址，端口/协议，数据包长度，数据包信息，我们可以从数据包信息这列看，telnet dada的数据包，就是包含有telnet登录信息的数据包，我们可以通过双击进入该数据包，查看数据包详细信息。
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我们可以看到，红框的地方，是输出的我们登录交换机的交换机回传数据，接着往下，
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这里提示登录验证，
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这里提示输入登录密码，
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从这个包开始往下，每个包会携带密码信息的1到2个字段，这样，就可以获取到完整的交换机登录用户名密码。

2、 如何获取网站登录信息
首先，打开抓包软件，和上面步骤一样，选好连接外网的网卡，之后开始抓包，然后打开要登录的网站，输入登录信息，点击登录
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登录之后停止抓包，解析网站域名绑定的IP
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解析出IP之后，可以在Wireshark上过滤目标IP，因为平常情况下上网的时候数据包很多，要从中找出想要的数据包就需要用表达式过滤想要的包，
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从其中找到HTTP协议的get请求，双击get请求数据包，可以在Cookie中看到登录的用户名
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这里获取到用户名之后，我们再次过滤抓取到的数据包，一般的网站都是POST方法提交密码的，所以我们过滤post包，
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这里我们可以看到密码的HASH值，通过HASH解密，就可以破解出网站的密码。

3、如何利用Wireshark远程抓包：
很多时候我们需要抓取远程端的数据包来分析远程端网络情况，首先需要在我们要被抓包的remote端安装WinPcap，WinPcap是一个网络底层的驱动，尽量找到和你这边版本一致的版本进行安装，默认路径安装，然后再remoted端进入命令行，切换到WinPcap路径下，如图：
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通过rpcapd -h可以查看各个参数的用法，我们常用的有3个参数，
-l 允许远端可以连接本机，此参数必须
-d 允许rpcapd服务以daemon的方式运行，此参数必须
-n 此参数加上可以让远程连接抓包时不需要输入用户名和密码
所以在remote端我们允许rpcapd -lnd，
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这样远端就设置好了，我们开始在本地远程抓取数据包，
首先我们打开Wireshark，设置捕获选项，点击管理接口，选择远程接口选项卡，
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点击OK，就可以连接到远端网卡，选择远端网卡，就可以开始抓包了。

4、如何通过Wireshark抓包判断ARP欺骗
首先我们模拟arp攻击，
我们使用的工具是cain，软件安装很简单，为了不影响软件正常运行，在开始使用前退出所有杀毒软件。打开cain软件，
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选择Sniffer，在空白处点击右键选择Scan MAC address，然后可以选择整段扫描或者是扫描某一段IP，选好之后点击OK，就会开始扫描，扫描完之后会在列表中显示扫描的详细结果，然后选择下面的ARP选项卡，选择上面的加号，在弹出来的对话框左侧选择要攻击的目标，在右侧窗口中会出现该攻击目标的上游IP，选择，这样就设置好了。
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点击工具栏中的放射性图标，即ARP攻击开始/停止按钮，开始发起ARP攻击，这时查看Wireshark，
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发现很多ARP包，详细查看每个包的详细信息，
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本地查看真实的网关MAC
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从抓到的数据包中分析看到向被攻击目标发送的欺骗MAC与真实网关MAC不一样，
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看一下发起攻击端MAC地址，正好是欺骗MAC,这就是ARP的欺骗。

5、 利用Wireshark简单分析DDOS攻击数据包
SYN Flood
使用wireshark 过滤器tcp.flags==0x02 过滤检查数据包分布情况。如图所示，SYN Flood攻击发生时数据包分布发生明显改变，Syn包比例明显增加。
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 使用wireshark static->ipv4->endpoint分析数据包源地址分布。当使用伪造IP地址的DDoS攻击发生时，抓包文件中的数据包数目和源地址对应关系会发生明显变化。从图中实例可以发现，除了被攻击的目的IP意外，wireshark统计每个源地址对应的数据包数目较小，数据包大小字节数（Bytes）几乎一致。
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当使用随机源进行DDoS攻击时，虽然使用了伪造源地址进行攻击，但攻击者无法伪造攻击主机与目标主机之间的位置关系。下图所示的这个攻击程序并没有修改攻击数据包的TTL值，所有的攻击数据包使用相同的TTL值。所以，这个攻击数据包是由局域网内的一个windows计算机发出的。
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UDP FLOOD
UDP FLOOD攻击的主要目的是通过发送大量的UDP数据包来堵塞服务器的带宽。
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ICMP FLOOD
与UDP FLOOD相同，ICMP FLOOD主要以阻塞服务器带宽为主。但与UDP FLOOD不同的是，ICMP通常不会承载数据业务，比较容易通过交换机ACL或者服务器的iptables等进行防御。同时，攻击实施者为了更加有效的利用手上的僵尸主机，会使用包大小较大的数据包和IP层分片的数据包进行攻击，这种攻击会绕过没有设置IP层分配的ACL，也会加重服务器分配重组的负担。
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通过图中可以看到数据包大小为1514Byte，且使用了分片标识（Flags）。
以上都是常见的DDOS攻击数据包，通过分析可以有效的降低危害或减少攻击影响。

其他的抓包工具有snoop、tcpdump、fiddler等，每个工具的侧重有所不同，可以综合利用，达到想要的效果。
附录	
[bookmark: _GoBack]WireShark 过滤 语法
1. 过 滤 IP，如来源IP或者目标IP等于某个IP 
例子: 
ip.src eq 192.168.1.107 or ip.dst eq 192.168.1.107 
或者 
ip.addr eq 192.168.1.107 // 都能显示来源IP和目标IP 

2. 过滤 端 口 
例子: 
tcp.port eq 80 // 不管端口是来源的还是目标的都显示 
tcp.port == 80 
tcp.port eq 2722 
tcp.port eq 80 or udp.port eq 80 
tcp.dstport == 80 // 只显tcp协议的目标端口80 
tcp.srcport == 80 // 只显tcp协议的来源端口80 
udp.port eq 15000 
过滤 端口范围 
tcp.port >= 1 and tcp.port <= 80 

3. 过 滤 协议 
例子: 
tcp 
udp 
arp 
icmp 
http 
smtp 
ftp 
dns 
msnms 
ip 
ssl 
oicq 
bootp 
等 等 
排除arp包，如!arp  或者  not arp 

4. 过 滤 MAC 
太以网头 过滤 
eth.dst == A0:00:00:04:C5:84 // 过滤 目 标mac 
eth.src eq A0:00:00:04:C5:84 // 过 滤 来源mac 
eth.dst==A0:00:00:04:C5:84 
eth.dst==A0-00-00-04-C5-84 
eth.addr eq A0:00:00:04:C5:84 // 过滤 来 源MAC和目标MAC都等于A0:00:00:04:C5:84的 
less than 小于 < lt 
小于等于 le 
等 于 eq 
大于 gt 
大于等于 ge 
不等 ne 

5.包长度 过 滤 
例子: 
udp.length == 26 这个长度是指udp本身固定长度8加上udp下面那块数据包之和 
tcp.len >= 7  指的是ip数据包(tcp下面那块数据),不包括tcp本身 
ip.len == 94 除了以太网头固定长度14,其它都算是ip.len,即从ip本身到最后 
frame.len == 119 整个数据包长度,从eth开始到最后 
eth ---> ip or arp ---> tcp or udp ---> data 

6.http 模式 过滤 
例子: 
http.request.method == "GET" 
http.request.method == "POST" 
http.request.uri == "/img/logo-edu.gif" 
http contains "GET" 
http contains "HTTP/1." 
// GET包 
http.request.method == "GET" && http contains "Host: " 
http.request.method == "GET" && http contains "User-Agent: " 
// POST包 
http.request.method == "POST" && http contains "Host: " 
http.request.method == "POST" && http contains "User-Agent: " 
// 响应包 
http contains "HTTP/1.1 200 OK" && http contains "Content-Type: " 
http contains "HTTP/1.0 200 OK" && http contains "Content-Type: " 
一 定包含如下 
Content-Type: 

7.TCP参数 过 滤 
tcp.flags 显示包含TCP标志的封包。 
tcp.flags.syn == 0x02    显示包含TCP SYN标志的封包。 
tcp.window_size == 0 && tcp.flags.reset != 1 

8. 过滤 内容 
tcp[20] 表示从20开始，取1个字符 
tcp[20:]表示从20开始，取1个字符以上 
tcp[20:8]表示从20开始，取8个字符 
tcp[offset,n] 
udp[8:3]==81:60:03 // 偏移8个bytes,再取3个数，是否与==后面的数据相等？ 
udp[8:1]==32  如果我猜的没有错的话，应该是udp[offset:截取个数]=nValue 
eth.addr[0:3]==00:06:5B 
例 子: 
判断upd下面那块数据包前三个是否等于0x20 0x21 0x22 
我们都知道udp固定长度为8 
udp[8:3]==20:21:22 
判 断tcp那块数据包前三个是否等于0x20 0x21 0x22 
tcp一般情况下，长度为20,但也有不是20的时候 
tcp[8:3]==20:21:22 
如 果想得到最准确的，应该先知道tcp长度 
matches(匹配)和contains(包含某字符串)语法 
ip.src==192.168.1.107 and udp[8:5] matches "\\x02\\x12\\x21\\x00\\x22" 
ip.src==192.168.1.107 and udp contains 02:12:21:00:22 
ip.src==192.168.1.107 and tcp contains "GET" 
udp contains 7c:7c:7d:7d 匹配payload中含有0x7c7c7d7d的UDP数据包，不一定是从第一字节匹配。 
例子: 
得到本地qq登陆数据包(判断条 件是第一个包==0x02,第四和第五个包等于0x00x22,最后一个包等于0x03) 
0x02 xx xx 0x00 0x22 ... 0x03 
正确 
oicq and udp[8:] matches "^\\x02[\\x00-\\xff][\\x00-\\xff]\\x00\\x22[\\x00-\\xff]+\\x03$" 
oicq and udp[8:] matches "^\\x02[\\x00-\\xff]{2}\\x00\\x22[\\x00-\\xff]+\\x03$" // 登陆包 
oicq and (udp[8:] matches "^\\x02[\\x00-\\xff]{2}\\x03$" or tcp[8:] matches "^\\x02[\\x00-\\xff]{2}\\x03$") 
oicq and (udp[8:] matches "^\\x02[\\x00-\\xff]{2}\\x00\\x22[\\x00-\\xff]+\\x03$" or tcp[20:] matches "^\\x02[\\x00-\\xff]{2}\\x00\\x22[\\x00-\\xff]+\\x03$") 
不 单单是00:22才有QQ号码,其它的包也有,要满足下面条件(tcp也有，但没有做): 
oicq and udp[8:] matches "^\\x02[\\x00-\\xff]+\\x03$" and !(udp[11:2]==00:00) and !(udp[11:2]==00:80) 
oicq and udp[8:] matches "^\\x02[\\x00-\\xff]+\\x03$" and !(udp[11:2]==00:00) and !(udp[15:4]==00:00:00:00) 
说明: 
udp[15:4]==00:00:00:00 表示QQ号码为空 
udp[11:2]==00:00 表示命令编号为00:00 
udp[11:2]==00:80 表示命令编号为00:80 
当命令编号为00:80时，QQ号码为 00:00:00:00 
得到msn登陆成功账号(判断条件是"USR 7 OK ",即前三个等于USR，再通过两个0x20，就到OK,OK后面是一个字符0x20,后面就是mail了) 
USR xx OK mail@hotmail.com 
正确 
msnms and tcp and ip.addr==192.168.1.107 and tcp[20:] matches "^USR\\x20[\\x30-\\x39]+\\x20OK\\x20[\\x00-\\xff]+" 

9.DHCP 
以 寻找伪造DHCP服务器为例，介绍 Wireshark 的用法。在显 示 过滤 器中加入 过 滤 规则， 
显示所有非来自DHCP服务器并且bootp.type==0x02（Offer/Ack）的信息： 
bootp.type==0x02 and not ip.src==192.168.1.1
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[TCP Segment Len: 402] B
Sequence number: 19 (relative sequence number)
[Next sequence number: 421  (relative sequence number)]
Acknowledgnent number: 1 (relative ack number)
Header Length: 20 bytes
4 Flags: 0x018 (PSH, ACK)
Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CHR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set

Push: Set
Reset: Not set
Syn: Not set
...0 = Fin: Not set
[ce wemmen ppren]

Window size value: 32768
[Calculated window size: 32768]
[Window size scaling factor: -2 (no window scaling used)]
4 Checksum: Ox49e [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
Urgent pointer: @
4 [SEQ/ACK analysis]

B '™

: * Copyright (c) 2004-2013 Hangzhou H3C Tech. Co., Ltd. All rights reserved. *\r\n
: * Without the owner’s prior written consent, “\r\n

: * no decompiling or reverse-engineering shall be allowed. “\r\n
e
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31 3.578990
32 3.579298
33 3.579630
34 3.579795
35 3.579966
37 3.581023
38 3.581741
40 3.584896
42 3.585057
44 3.585161
46 3.585261
48 3.585358
50 3.585461
51 3.586993
62 3.594660
66 3.602241
69 3.602785
72 3.605559
73 3.670481
76 3.675471
79 3.676827
87 3.875122
91 3.881778

r 30 3.578567

A= EREEY

Source
192.168.1.104
192.168.1.104
192.168.1.104
192.168.1.104
192.168.1.104
192.168.1.104
192.168.1.104
192.168.1.104
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192.168.1.104
192.168.1.104
192.168.1.104
192.168.1.104
192.168.1.104
192.168.1.104

Destination
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
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117.34.91.207
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117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207
117.34.91.207

Protocol

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
HTTP
TCP
TCP
TCP
TCP
HTTP
TCP
TCP
HTTP
TCP

Length Info

66 57707 > 80 [SYN] Seq=0 Win=8192
66 57708 > 80 [SYN] Seq=0 Win=8192
66 57709 > 80 [SYN] Seq=0 Win=8192
66 57710 > 80 [SYN] Seq=0 Win=8192
66 57711 > 80 [SYN] Seq=0 Win=8192
66 57712 > 80 [SYN] Seq=0 Win=8192
54 57707 > 80 [ACK] Seq=1 Ack=1 Wil
66 57713 > 80 [SYN] Seq=0 Win=8192
5457708 > 80 [ACK] Seq=1 Ack=1 Wil
5457709 > 80 [ACK] Seq=1 Ack=1 Wil
5457710 > 80 [ACK] Seq=1 Ack=1 Win:
5457711 » 80 [ACK] Seq=1 Ack=1 Wi
5457712 > 80 [ACK] Seq=1 Ack=1

5457713 » 80 [ACK] Seq=1 Ack=1
554 GET / HTTP/1.1

54 57707 > 80 [ACK] Seq=501 Ack=292
54 57707 > 80 [ACK] Seq=501 Ack=584:
54 57707 > 80 [ACK] Seq=501 Ack=876:
54 57707 > 80 [ACK] Seq=501 Ack=105:
518 GET /banner.jpg HTTP/1.1
54 57707 > 80 [ACK] Seq=965
54 57707 > 80 [ACK] Seq=965 Acl
558 GET /images/banner.webm HTTP/1.1
54 57707 > 80 [ACK] Seq=1469 Ack=18

134

Len=0 MSS=1460 WS=256
Len=0 MSS=1460 WS=256
Len=0 MSS=1460 WS=256
Len=0 MSS=1460 WS=256
Len=0 MSS=1460 WS=256
Len=0 MSS=1460 WS=256
5536 Len=0
Len=0 MSS=1460 WS=256
=65536 Len=0
=65536 Len=0
=65536 Len=0
=65536 Len=0
Len=0
Len=0

1 Win=65536 Len=0
1 Win=65536 Len=0
1 Win=65536 Len=0
11 Win=65536 Len=0

31 Win=65536 Len=0

15803 Win=65536 Len=0

723 Win=65536 Len=0

SACK_PERM=1
SACK_PERM=1
SACK_PERM=1
SACK_PERM=1
SACK_PERM=1
SACK_PERM=1

SACK_PERM=1

> Frame 30: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
> Ethernet II, Src: IntelCor 31:c3:90 (00:21:6a:31:c3:90), Dst: Shenzhen b2:ed:9e (44:97:5a:b2:0d:9e)
> Internet Protocol Version 4, Src: 192.168.1.104, Dst: 117.34.91.207
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v Flags: 0x018 (PSH, ACK)
Window size value: 256
[calculated window size: 65536]
[Window size scaling factor: 256]
> Checksum: @x42b6 [validation disabled]
Urgent pointer: @
4 [SEQ/ACK analysis]
[iRTT: ©.002456000 seconds]
[Bytes in fligh

waw . meihouyun. com\r\n
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101 Firefox/45.e\r\n
Accept: video/webm,video/ogg,video/*;q=0.9,application/ogg;q=0.7,audio/*;q=0.6,*/*;q=0.5\r\n
Accept-Language: zh-CN,zh;q=0.8,en-US; .5,en;q=0.3\r\n

Range: bytes=e-\r\n

Referer: http://www.meihouyun.com/\r\n

4|Cookie: ASPSESSIONIDSADQBRCC=LCPHHINAPMMMKMNIPOHHCOKA; CNZZDATA1257194121=525924858-1463463793-%7C1463463793; meihouyun_user:

Cookie pair: ASPSESSIONIDSADQBRCC=LCPHHINAPMMMKMNIPOHHCOKA
Cookie pair: CNZZDATA1257194121=525924858-1463463793-%7C1463463793

connection: keep-alive\r\n
\r\n

Full request URI: http://www.meihouyun.com/images/banner.webm
[HTTP request 3/4]

[Prev request in frame: 73]

[Response in frame: 89]

[Next request in frame: 98]

Im

* Time: 3.675122 + Source: 1921681107 + Destination: I17.34 91207 + Protocel: HIIP + Length: 555 + Info: GET /inages/banner. webn AITE/1. 1
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> Checksum: @xc391 [validation disabled]
Urgent pointer: @
4 [SEQ/ACK analysis]
[iRTT: ©.004207000 seconds]
[Bytes in flight: 721]

Host: vip.meihouyun.com\r\n
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101 Firefox/45.e\r\n
Accept: application/json, text/javascript, */*; q=@.e1\r\n
Accept-Language: zh-CN,zh;g=0.8,en-US;q=0.5,en;q=0.3\r\n
Accept-Encoding: gzip, deflate\r\n
Content-Type: application/x-www-form-urlencoded; charset=UTF-8\r\n
X-Requested-With: XMLHttpRequest\r\n
Referer: http://vip.meihouyun.com/Login/index.html\r\n
4 Content-Length: 75\r\n
[Content length: 75]
4 Cookie: lang=zh_cn; theme=v2; PHPSESSID=5fenlh6lh5qlsde7bpe00869es; CNZZDATA1257194121=131954763-1463463793-http%253A%252F%25
Cookie pair: lang=zh_cn
Cookie pair: theme=v2

Cookie pair: CNZZDATA125719412: 31954763-1463463793-http%253A%252F%252Fwww.meihouyun. com%252F%7C1463463793
Connection: keep-alive\r\n
\r\n

Full request URI: http://vip.meihouyun.com/Login/enter.html

[HTTP request 1/1]
[Response in frame: 25]

> HTML Form URL Encoded: application/x-www-form-urlencoded
<] I J

© Time: 3.401700 + Sowrce: 192 168.1.10% - Destination: 117.34 116.215 « Protocol: ATIF - Length: 775 * Info: FOST /Login/enter. Atal KITE/1. 1 (applieation/s-vmv~Forn-urlencoded)
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BIES: Window K
bicrogoft Windovo LARAR 6-1.76011

530577 cc> 2069 Microsoe Corporation. REFTEITH.
- Wsersnadninistratorsed oz \Progran Files <x86)\HinPoap”

o : \Progran Files (x86>\WinPcap>rpeapd.exe —h
usace:
rpeapd [-h <address>] [-p <port>] [-61 [-1 <host_list>] [-a <host.port>]
[-nl [-v] [-d] [-s <File>] [-f <filed]
b <address>: the address to hind to Ceither numeric or literal).
Default: it hinds to all local IPud addresses
~p <port>: the port to hind to. Default: it hinds to port 202
use only IPv4 (default hoth IPv4 and IPu6 uaiting sockets are used>
-1 <host_list>: a file that keeps the list of the hosts which are allowed
to connect to this server Cif more than one, list them one per lined.

Ue suggest to use literal names Cinstead of numeric ones) in order to
avoid problens with different address families

-n: permit NULL authentication Cusually used with ’-1')

-a <host.port>: run in active mode when connecting to *host’ on port ’port
In case ‘port’ is omitted, the default port (2083> is used

run in active mode only (default: if ’-a’

passive connections as well
run in daemon mode CUNIX only) or as a service (Win32 only)
Warning (Win32): this switch is provided automatically when the service
is started from the control panel

s <filed: save the current configuration to file

-f <File>: load the current configuration from Ffile; all the switches
specified from the command line are ignored

~h: print this help screen

is specified, it accepts
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o : \Progran Files (x86)\WinPcap>rpcapd.exe —Ind
[Press CIRL + C to stop the server...
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S e W+ BORE O 2| 0
[& Decoders | @ Network | 84 sniffer | & Cracker | @ Traceroute | ccDU |8’ Wireless | Query |

1P address | MAC address | OUI fingerprint [ Host name [e..[e.[es [Gr [m.[m.]
19216821 - -

192.168.2.107
192.168.2.77

MAC Address Scanner

Terget
@ Allhostsinmy subnet
€ Range

From

T2 2 1

To
T2 e 2 . 2

Promiseuous Mode Scanner
™ ARP Test (Broadcast 31-bit)
™ ARP Test (Broadcast 16:6i)
™ ARP Test (Broadcast 84i)
™ ARP Test (Group b

™ ARP Test (Mulicast group 0
™ ARP Test (Mulicast group 1)
™ ARP Test (Mulicast group 3)
I AllTests

|2 Hosts [@ APR [ Routing [ Passwords [ Vor?|
Lost packets: 0%
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[& Decoders [ @ Network |8 sriffer [ Cracker [ Traceroute [ ccou ['8” Wireless [ Query |

B APR-ProxyHTTPS
9 APR-RDP (0)

& APR-FTPS (0)

& APR-POP3S (0)
& APR-IMAPS (0)
& APR-LDAPS (0)
& APR-SIPS (0)

[ ax St [P adders | WACadders | Packets | < Pack. | MAC addhess |1 addhess
& APRCert Side 192168277 _ DO278SBCISAE B8A38601321A _192.168.2.1
2, APR-DNS
2,
New ARP Poison Routin ==}
1 APR-SSH-1 (0) 2
8 APR-HTTPS (0) WARNING !

allother hosts an your LAN.

[APR: enables you ta hiack [P affc between the sefected host o the i st and al selected hass on the fight s in bath
directions. I a selected host has routing capabilties WAN taffic wil be inercepted as well Please nole tha since your
machine hs nol the same perfoimance of  fouteryou could catise DoS if you set APR betwesn you Defaul Gateway and

e I

1P addhess Hostname 1P addhess MAC Hostname
19216821 BAAZBE0TZ21A
1921682107 DO278B7BICAF

@ Configuration / Routed Packets

\E Hosts | @ APR [ % Routing [5\ Passwords [ Vorp|

Lost packets: 0%
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Ml “Realtek RTL81688/81118 PCI-E Gigabit Ethernet NIC: A5 | B
XD SRO AEY BEQ BRO HHE HHO BEY FEW TRD =G
An 0 iBRBE Re>=F 3B aaaH

(AT B0 o) #isd | +
Yo, Tine Source Destinstion Protoccl Length Info 2
72140.442856  HonHaiPr_31:59:eb  D-LinkIn_01:32:1a  ARP 42192.168.2.75 is at 00:22:68:31:59:eb.
72240.443254  HonHaiPr_31:59:eb  HonHaiPr_bc:15:ae  ARP 42192.168.2.1 is at 09:22:68:31:59:eb .
735 40.935483 Dell_30:f8:73 Broadcast ARP 60 Who has 192.168.2.862 Tell 192.168.2.
736 40.953107  AsustekC_ce:08:b@  Broadcast ARP 60 Who has 192.168.2.2462 Tell 192.168.
737 40.956404  HonHaiPr_@a:4a:b2  Broadcast ARP 60 Who has 192.168.2.2412 Tell 192.168.
740 41.265375 D-LinkIn_01:32:1a  Broadcast ARP 60 192.168.2.1 is at b8:a3:86:01:32:1a .
753 41.608002  AsustekC_ce:08:b@  Broadcast ARP 60 Who has 192.168.2.12 Tell 192.168.2.

76142.324740  HonHaiPr_31:59:eb  HonHaiPr_7b:9c:af  ARP 42 Who has 192.168.2.107? Tell 192.168.
76242.324958  HonHaiPr_7b:9c:af  HonHaiPr_31:59:eb  ARP 60 192.168.2.107 is at d@:27:88:7b:
800 44.265431  D-LinkIn 01:32:1a  Broadcast ARP 60 192.168.2.1 is at b8:a3:86:

81245.332807  HonHaiPr_7b:9c:af  HonHaiPr_31:59:eb  ARP 60 Who has 192.168.2.752 Tell 192.168.2.

813 45.332844  HonHaiPr_31:59:eb  HonHaiPr_7b:9c:af  ARP 42192.168.2.75 is at 00;
845 47.265606  D-LinkIn 01:32:1a  Broadcast ARP 60 192.168.2.1 is at b:a3:
932 50.265765 D-LinkIn_01:32:1a  Broadcast ARP 60 192.168.2.1 is at bs:a3
936 50.478712  Dell 30:f8:73 Broadcast ARP 60 Who has 192.168.2.912 Tell 192.168.2.
970 53.265807  D-LinkIn 01:32:1a  Broadcast ARP 60 192.168.2.1 is at b8:a3:86:01:32:1a .
1008 54.456874  AsrockIn_56:5b:a3  Broadcast ARP 60 Who has 192.168.2.2412 Tell 192.168.
1039 56.265882  D-LinkIn 01:32:1a  Broadcast ARP 60 192.168.2.1 is at bs:a3 32:1a .
1072 59.265915 D-LinkIn_01:32:1a  Broadcast ARP 60 192.168.2.1 is at b8:a3:86:01:32:1a .
1103 62.043647 HonHaiPr_31:59:eb  HonHaiPr_bc:15:ae  ARP 42192.168.2.1 is at 00:22 59:eb .. |
1104 62.043858  HonHaiPr_31:59:eb  D-LinkIn_01:32:1a  ARP 42192.168.2.77 is at 00:22:68:31:59:eb..
1109 62.104725 HonHaiPr_31:59:eb  Broadcast ARP 42 Who has ©.0.0.02 Tell 192.168.2.75
1110 62.104883 HonHaiPr_31:59:eb  Broadcast ARP 42 Who has ©.0.0.02 Tell 192.168.2.75
1113 62.105320  HonHaiPr_31:59:eb  Broadcast ARP 42 o has 0.0.0.02 Tell 192.168.2.75
> Frame 1103: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @ B

> Ethernet IT, Src: HonHaiPr_31:59:eb (0:22:68:31:59:eb), Dst: HonHaiPr_bc:15:ae (d@:27:88:bc:15:ae)
4 Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: TPvA (9xe800)

Harduare size: 6
[ i ] »

@ 7 wireshark peapng SBBCRAZI-GB20-4CSC-BCO5-4520F0ES4FS_2010515111624_a05108 HE: 2301 - BET: 265 01,59 | WEVH: Defalt
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M Wireshark - 548 1103 - wireshark_pcapng_3B8CEA2D-9B20-4C5C-BCI6-4820F0E948F8_20160518111624_a05... L= | ) e

» Frame 1103: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
» Ethernet II, Src: HonHaiPr_31:59:eb (00:22:68:31:59:eb), Dst: HonHaiPr_bc:15:ae (d0:27:88:
* [Duplicate IP address detected for 192.168.2.77 (d0:27:88:bc:15:3e) - also in use by 00:22
4 Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: TPvA (9xe800)
Hardware size: 6
I Protocol size: 4
i Opcode: reply (2)
I Sender MAC address: HonHaiPr_31:59:eb (00:22:68:
! Sender TP address: 192.168.2.1
I Target MAC address: HonHaiPr_bc:15:ae (d@:27:88;
I Target TP address: 192.168.2.77
I
I
I
I
gal i ] v
i
I 27 88 b
|| | o0 0 06 04
| | o020 27 88 b
I
|
I
I

|| o 1105« Time: 62043647 + Source: HonfeiFe 51.55-eb - Destinatica: 6821 iz at 0022655155 0 (duplicate use of 192 168 2 77 detsctedl)
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Firs puckat 200200 w202
37 62 bytes on wire (406 BT). @2 Btes < Hmn ool mi2ess
Ethernet 17, Src: viware_ds:sd:de (00:0c:29:9:5 L)
Incernet Protocol, Src: 56.42.144.3 (56.42.144.3 o
Version: 4 B

Header Tength: 20 bytes Seipped pacer

5 Dffferenciated Services Fleld: 0x00 OSCP 000!  Custirs s
Total Length: 45
Identification: Ox3sde (21838) Displey

6 Flags: 0x02 (oon' Fragment) Biapley 6Lt
Fragnent offsets 0 Temored prckats
Tine o 1fve: 128
Protacol: Tcp (6)
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9 0.011257
10 0.011287
11 0.011313
12 0.011337
13 0.011487
14 0.011501
15 0.011520
16 0.011532

version: 4

99.73.194.54
62.17.109.103
57.46.191.78
14.126.109. 69
29.114.32.33
132.7.7.6
97.68.40.107
54.122.70.67

Header length: 20 bytes

48

Flag:

128

ssomeet
—
oot
=
ot
——
_—

@ Header checksum: Oxlaze [correct]
Source: 62.17.100.103 (62.17.109.103)

000000 0c 29 59 b9 59 00 0c_29 d9 54 de 08 00 I3

e
Tcp
TP
TP
TP
Tcp
Tcp
Tcp

@ pifferentiated Services Field: 0x00 (DSCP 0x00: Default; ECN:
Total Length:
Identification: 0x290e (1051
0x02_(bon't Fragnent)
Fragnent offset: 0
Time to Tive:

62 45350 >
62 25124 >
62 42605
62 58118 >
62 51997 >
62 vrpn >
62 51563 >
62 h2250-:

0x00:

Not-
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. Time. Source.
L5033 U.YSYLUS 10,10 2011

18655 0.989211  10.10.2.11
18657 0.989218  10.10.2.11
18659 0.989225 10.10.2.11
18661 0.989233 10.10.2.11
18663 0.989240 10.10.2.11
18665 0.989247  10.10.2.11
18667 0.989255 10.10.2.11
18669 0.989262 10.10.2.11
18671 0.989269  10.10.2.11
18673 0.989277 10.10.2.11

@ Flags: 0x00
Fragment offset: 0
Time to Tive: 128
Protocol: uDP (17)

@ Header checksu

+ Destination
10.10.2.10

10.10.2.10
10.10.2.10
10.10.2.10
10.10.2.10
10.10.2.10
10.10.2.10
10.10.2.10
10.10.2.10
10.10.2.10
10.10.2.10

Oxc68c [correct]

source: 10.10.2.11 (10.10.2.11)

Destination: 10.10.2.10 (10.10
[source GeoIp: unknown]
[Destination GeoIp: unknown]

.2.10)

Protocol Length Info

i
uop
uop
uoe
uoe
uop
uop
uop
uop
uop
uoe

1000 source
1066 sourct
1066 source
1066 Sourct
1066 Sourc
1066 Source
1066 sourci
1066 source
1066 source
1066 source
1066 Sourcs

User Datagram Protocol, Src Port: dcs (1367), Dst Port: http (80)

source port: dcs (1367)
Destination port: http (80)
Length: 1032

@ Checksum: 0x295e [validation disabled]

Dpata (1024 bytes)

Data: 585858585858585858585858585858585858585858585858

[Length: 1024]
20 02 0a Ul

00 50 04 08 29 Se 58 58 58 58 58 58
130 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58
40 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58
150 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58

< B P. . )A0000
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8 41.644946 10.10.2.11 10.10.2.10 IPv4 1514 Fragmented IP [

Frame 10: 1514 bytes on wire (12112 bits)

® 1514 bytes captured (12112 bits)
@ Ethernet 11, src: vmware_d9:54:de (00:0c:2!
e

(00:0¢

5:69:54+de)—DsTH—vmware=59:b9:59)
Internet Protocol Version 4, Src: 10.10.2.11 (10.10.2.11), Dst: 10.10.2.10 (10.10.

Version: 4
Header length: 20 bytes

@ pifferentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: 0x00: NOT-ECT (Not

Total Length: 1500

1dentification: 0x1102 (4354)
Tags: 001 (More Fragments) —

Fragnent offset: 5920

Time to Tive: 128

Protocol: IcHP (1)

@ Header checksum: Oxe912 [correct]
source: 10.10.2.11 (10.10.2.11)
Destination: 10.10.2.10 (10.10.2.10)

0010 05 dc 11 02 ¥ e4 80 01 9 12 0a 0a 02 Ob 0a 0a ... .
0020 02 0a 45 45 45 45 45 45 45 45 45 45 45 45 45 45 | EEECEE EEEEECEE
0030 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 45 EEEEEEEE EEEEEEEE

®
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] EFE3 Realtek RTL8168B/81118 PCL-E Gigabit Ethernet NIC: 3555 (=] & |
ZHO REE HEV HHO BRO SHR) S&tE =EY BEw IED =EEH
XRE e==FaEEaaan

EEECnY o) itk +

3 iy Sowee Destination Frotoeol Length Tnfo B
206 5.059085 fe80::785a:e3dc:ed0.. £f02::1:3 LLMNR 84 Standard q.
207 5.059276 192.168.2.54 224.0.0.252 LLMNR 64 Standard q.
208 5.080704 192.168.2.75 8.8.8.8 DNS 73 Standard q.
209 5.149810 8.8.8.8 192.168.2.75 DNS 132 Standard q.
210 5.159141 fe80::785a:e3dc:ed0.. £f0: 3 LLMNR 84 Standard q.
211 5.159244 192.168.2.54 224.0.0.252 LLMNR 64 Standard q.
212 5.180728 fe80::453d:4656:39f.. £f0: 2 DHCPv6 156 Solicit XI.
213 5.359404 192.168.2.54 192.168.2.255 NBNS 92 Name query..

214 5.705468 fe80::91f:5dba:dead.. ff0: DHCPv6 157 Solicit XI.
215 5.784218 DHCPv6 157 Solicit XL. |
[E

< i ]+
4 Frame 1: 106 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface @ -
Interface id: @ (\Device\NPF_{3BBCEA2D-9B20-4C5C-BC96-4820FOEIA8F8}) [

Encapsulation type: Ethernet (1) B
gal 0 ] v

0000 33 33 @0 01 00 03 do 50 99 56 Sb bb 86 dd 60 00 33
0010 00 80 00 34 11 @1 fe 80 00 00 00 00 00 00 24 55
0020 4b e9 bd a7 8b 3c £f 02 00 00 00 00 00 00 00 00
0030 00 80 00 01 00 03 fe e@ 14 eb 00 34 38 Ge 43 ee
0040 00 80 00 01 00 00 00 00 00 00 03 32 34 36 1 32

@ 7 Resltek RILSIESH/S111B PCI- live capture in progress)i| $H40: 216 - SET: 216 100.08) | MEXH: Default
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ZHO REE HEV MO BRO SHR) StE =EY EBEw IED =EEH
@ LBRB Re=>=FsEFE]QQE

Tine Source Destinstion Protoccl Length Info -

2279 90.999897 192.168.2.75 117.34.109.230 TELNET 55 Telnet

I 2513 108.036222  117.34.91.230 192.168.2.75 TELNET 63 Telnet Data
| 2514108.036420  192.168.2.75 117.34.91.230 TELNET 57 Telnet Data .
| 2515108.037114  117.34.91.230 192.168.2.75 TELNET 63 Telnet Data
| 2516 108.039118  117.34.91.230 192.168.2.75 TELNET 456 Telnet Data 3
| 2517 108.039149  192.168.2.75 117.34.91.230 TELNET 72 Telnet Data
| 2518108.043799  117.34.91.230 192.168.2.75 TELNET 60 Telnet Data
| 2519108.043971  192.168.2.75 117.34.91.230 TELNET 64 Telnet Data
| 2520 108.044739  117.34.91.230 192.168.2.75 TELNET 60 Telnet Data
| 2521108.048923  117.34.91.230 192.168.2.75 TELNET 60 Telnet Data
| 2522108.048996  192.168.2.75 117.34.91.230 TELNET 57 Telnet Data
| 2523108.054022  117.34.91.230 192.168.2.75 TELNET 60 Telnet Data
| 2524108.054055  192.168.2.75 117.34.91.230 TELNET 65 Telnet Data
| 2527108.131437  117.34.91.230 192.168.2.75 TELNET 82 Telnet Data 1
| 2528 108.131531  192.168.2.75 117.34.91.230 TELNET 57 Telnet Data
| 2529108.132434  117.34.91.230 192.168.2.75 TELNET 65 Telnet Data
| 2564110.310461  192.168.2.75 117.34.91.230 TELNET 55 Telnet Data
| 2608 113.045646  192.168.2.75 117.34.91.230 TELNET 55 Telnet Data
| 2621113.283768  192.168.2.75 117.34.91.230 TELNET 55 Telnet Data
| 2625113487339 192.168.2.75 117.34.91.230 TELNET 55 Telnet Data
224p 112 372308 102 168 2 7% 117 31 a1 232 TeLnET Talase 0
4 Frame 2279: 55 bytes on wire (440 bits), 55 bytes captured (440 bits) on interface @ 2]
Interface id: @ (\Device\NPF_{3BBCEA2D-9B20-4C5C-BC96-4820FOEIABF8}) [
Encapsulation type: Ethernet (1)
Arrival Time: May 14, 2016 10:54:24.192334000 GiGG62"66
[Time shift for this packet: 0.009000000 seconds]
Epoch Time: 1463194464.192334000 seconds
[Time delta from previous captured frame: .037177000 seconds]
[Tine delta from previous displaved frame: ©.000090000 secondsl =
b8 a3 86 01 32 1a 00 22 68 31 59 eb 08 00 45 00  ....2.." hiY...E.

00 29 79 of 40 00 80 06 00 00 O a8 02 4b 75 22 .)y.@... .
6d 6 49 a4 00 17 6e 52 95 d@ 5f bd d9 8d 50 18 m.I
01 04 a6 17 00 00 03





