centos7 搭建openvpn服务器
1、 客户端连接openvpn；前提由于centos软件库默认不可用需安装EPEL
#Yum installepel-release 
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2、 安装插件
#yum install -y openssl openssl-devel lzo lzo-devel pam pam-devel automake pkgconfig makecache                    
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3、 安装openvpn以及ca证书easy-rsa包
#yum install -y openvpn
#yum install -y easy-rsa
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4、 	配置openvpn
#cp -R /usr/share/easy-rsa /etc/openvpn/ *拷贝rasy-rsa脚本文件
#cp /usr/share/doc/openvpn-2.4.7/sample/sample-config-files/server.conf /etc/openvpn  *拷贝server.conf
#cp -r /usr/share/doc/easy-rsa-3.0.3/vars/exmaple /etc/openvpn/easy-rsa/3.0/vars
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#vi /etc/openvpn/server.conf(部分配置如下：)
port 1194
proto udp
dev tun
ca /etc/openvpn/easy-rsa/3.0.3/pki/ca.crt
cert /etc/openvpn/easy-rsa/3.0.3/pki/issued/wwwserver.crt
key /etc/openvpn/easy-rsa/3.0.3/pki/private/wwwserver.key
dh /etc/openvpn/easy-rsa/3.0.3/pki/dh.pem
tls-auth /etc/openvpn/ta.key 
server 10.8.0.0 255.255.255.0
ifconfig-pool-persist ipp.txt
push "route 192.168.1.0 255.255.255.0"
push "redirect-gateway def1 bypass-dhcp"
push "dhcp-option DNS 223.5.5.5"
push "dhcp-option DNS 114.114.114.114"
keepalive 10 120
cipher AES-256-CBC
comp-lzo
max-clients 50
persist-key
persist-tun
status openvpn-status.log
log-append openvpn.log
verb 3
mute 20
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5、 	CA证书制作
#vim /etc/openvpn/easy-rsa/3.0.3/vars(配置如下)
set_var EASYRSA_REQ_COUNTRY     "US"          #国家
set_var EASYRSA_REQ_PROVINCE    "California"    #省
set_var EASYRSA_REQ_CITY        "Shanghai"       #城市
set_var EASYRSA_REQ_ORG "Copyleft Certificate Co"    #组织
set_var EASYRSA_REQ_EMAIL       "test@example.net"     #邮箱
set_var EASYRSA_REQ_OU          "My Organizational Unit"    #公司、组织
set_var KEY_CN=192.168.160.12   #本机ip
[image: ]
　　	#cd /etc/openvpn/easy-rsa/3.0.3
#./easyrsa init-pki
失败run init-pki first
#./easyrsa build-ca  设置密码：123456（自己定义）
#openvpn --genkey --secret ta.key
#cp ta.key /etc/openvpn/  拷贝文件
6、 	DH证书制作
# ./easyrsa gen-dh /etc/openvpn/easy-rsa/3.0.3/pki/dh.pem
# ./easyrsa gen-dh
7、 	服务端证书制作
#./easyrsa gen-req server 设置密码：123456(自己定义)
签发证书，签约服务端证书
#./easyrsa sign-req server server 输入”yes” 密码(ca):123456
注意：客户端证书
签发证书，签约客户端 (客户端需要的证书：client.crt、client.key、ca.crt、ta.key)
#./easyrsa build-client-full client 输入”yes” 密码(ca):123456
查看证书
#ls -l /etc/openvpn/easy-rsa/3.0.3/pki/issued/client.crt
#ls -l /etc/openvpn/easy-rsa/3.0.3/pki/issued/client.key
#vim /etc/sysctl.conf
net.ipv4_forward =1
#sysctl -p
8、 	启动openvpn
	systemctl -f enable openvpn@server.service #设置启动文件
systemctl start openvpn@server.service #启动openvpn的命令
9、 	客户端证书
# mkdir -p /etc/openvpn/client
# cd /etc/openvpn/client
# cp -r /usr/share/easy-rsa/3.0.3/* /etc/openvpn/client
# cp /usr/share/doc/easy-rsa-3.0.3/vars.example ./vars
# ./easyrsa init-pki
# ./easyrsa gen-req client nopass #client为证书名可自定义，nopass同样设置免密
# key: /etc/openvpn/client/pki/private/client.key #key路径
10、 对客户端证书签名
#切换到服务端easy-rsa目录下：
#cd /etc/openvpn/easy-rsa
#./easyrsa import-req /etc/openvpn/client/pki/reqs/client.req client
#./easyrsa sign client client #签名,第一个client是固定的参数表示客户端，第二个client指上面导入的客户端证书名
#./easyrsa sign client client
11、 修改配置文件服务器端证书和密钥统一放到和server.conf一个目录下，便于配置
cp /etc/openvpn/easy-rsa/pki/ca.crt /etc/openvpn/
cp /etc/openvpn/easy-rsa/pki/private/server.key /etc/openvpn/
cp /etc/openvpn/easy-rsa/pki/issued/server.crt /etc/openvpn/
cp /etc/openvpn/easy-rsa/pki/dh.pem /etc/openvpn
cat /etc/openvpn/server.conf
12、 客户端需要的证书

/etc/openvpn/easy-rsa/pki/issued/client.crt #在服务端证书生成目录下
/etc/openvpn/client/pki/private/client.key #上面的客户端生成目录下
/etc/openvpn/easy-rsa/pki/ca.crt #ca证书
/etc/openvpn/ta.key
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# This is used to adjust what elements are included in the Subject field as the DN
# (this is the "Distinguished Name.")

# Note that in cn_only mode the Organizational fields further below aren’t used.

*

# Choices are:

# cnonly - use just a CN value

#  org - use the "traditional” Country/Province/City/Org/0U/email/CN format

#set_var EASYRSA_DN

# Organizational fields (used with *org’ mode and ignored in *cn_only’ mode.)
# These are the default values for fields which will be placed in the

# certificate. Dow't leave any of these fields blank, although interactively
*

*

you may omit any specific field by typing the “.” symbol (not valid for
email.)

#set_var EASYRSA_REQ_COUNTRY  “CN"
#set_var EASYRSA_REQ_PROVINCE  “ShanXi

#set_var EASYRSA_REQ_CITY Xian"

#set_var EASYRSA_REQ_ORG “Copy"

#set_var EASYRSA_REQ_EMAIL “r j1176292431920example . net”
#set_var EASYRSA REQ_OU “TianHuShudu”
KEY_CN=192.168.168.13

# Choose a size in bits for your keypairs. The recommended value is 2848. Using
# 2848-bit keys is considered more than sufficient for many years into the

# future. Larger keysizes will slow down TLS negotiation and make key/DH param
# generation take mich longer. Ualues up to 489 should be accepted by most

# softuare. Only used when the crypto alg is rsa (see below.)

#set_var EASYRSA_KEY_SIZE 2848

# The default crypto mode is rsa; ec can enable elliptic curve support.
# Note that not all softuare supports ECC, so use care when enabling it.

# Choices for crypto alg are: (each in lower-case)

#_ * rsa
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(2/4): base/?/xB6_64/group_gz
(3/4): base/?/xB6_64/primary_db

(4/4): updates,?/xB6_b4/primary_db

Resolving Dependencies

> Running transaction check

> Package epel-release.noarch 8:7-11 will be installed
--> Finished Dependency Resolution

ependencies Resolved

Package Arch Uersion
Installing:
epel-release noarch 7-11

Transaction Summary

Install 1 Package

Total download size: 15 k
Installed size: 24 k
Is this ok [y/dN1: y
ounloading packages:
rning: /var/cache/yum/xB6_64,/7/extras/packages epel-release-7-11.noarch.rpm: Header U3 RSA/SHAZS6 Signature, key IT
E:blic key for epel-release-?-11.noarch.rpm is not installed
pel-release-7-11.noarch.rpm
Retrieving key from file:///etc/pki/rpm-gpy/RPM-GPG-KEY-Cent0S-7
Importing GPG key BxF4ABBEBS:

Userid "Cent0S-? Key (Cent0S ? Official Signing Key) <securityBcentos.org>”
Fingerprint: 6341 abz? 5347 Ba?8 a?c2 7bbl 24c6 aBa? f4aB BebS

Package  : centos-release-7-6.1818.2.e17.centos.xB6_64 (Banaconda)

From : setc/pki/rpn-gpg/RPM-GPG-KEY-Cent0S-7

Is this ok [yMl: y
Rumning transaction check
Rumning transaction test
Transaction test succeeded
Rumning transaction
Installing : epel-release-?-11.noarch
Uerifying : epel-release-?-11.noarch

Installe
epel-release noarch 8:7-11

ompletet
[root@localhost ~1# yum install epel-release
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Uerifying

: perl-Filter-1.49-3.e1?.x86_64

Uerifying : perl-Getopt-Long-2.48-3.e17.noarch
Uerifying : perl-Text-ParseWords-3.29-4.17.noarch
Uerifying : perl-Socket-2.818-4.e17.x86_64
Uerifying : keb5-1ibs-1.15.1-37.e17_6.xB6_64
Uerifying : 1:openssl-libs-1.8.2k-16.e17.x86_64
Uerifying : 1:openssl-1.8.2k-16.e1?.x86_64
Uerifying : keb5-1ibs-1.15.1-34.e17.x86_64

Installed:

automake .noarch 8:1.13.4-3.e17

Dependency Installed:

autoconf .noarch 8:2.69-11.e17
libcom_err-devel .xB6_64 8:1.42.9-13.e17
libsepol-devel .xB6_64 8:2.5-18.el?

m.xB6_64 B:1.4.16-18.el?
perl-Carp.noarch B:1.26-244.e17
per1-Exporter.noarch 8:5.68-3.e17
perl-Filter.x86_64 8:1.49-3.e17
per1-PathTools.xB6_64 B:3.48-5.el17
per1-Pod-Simple .noarch 1:3.28-4.e1?
per1-Socket.xB6_64 B:2.818-4.e17
per1-Text-Parsellords .noarch 8:3.29-4.e17
per1-Time-Local .noarch 8:1.2389-2.e17
perl-macros.xB6_64 4:5.16.3-294.e17_6
perl-threads . xB6_64 8:1.87-4.el1?

Updated:
openss1.xB6_64 1:1.8.2k-16.e17_6.1

Dependency Updated :
krb5-1ibs.xB6_64 8:1.15.1-37.e17_6

Complete !
[root@localhost ~1#

192.168.168. 12

192.168.168.2

addr

automake

epel-release

setc/sysconf ig/metwork-scripts/ifcfy-ens33
ifconf ig

install

install-y

1zo-devel .xB6_64 B:2.86-8.e17

keyutils-libs-devel .xB6_64 8:1.5.8-3.e1?
Tibkadn5.xB6_64 8:1.15.1-37.e17_6
libverto-devel .xB6_64 B
pere-devel .xB6_64 B:8.32-17.e1?
perl-Data-Dumper .xB6_64 8:2.145-3.e1?
perl-File-Path.noarch 8:2.89-2.e1?
perl-Getopt-Long .noarch 8
perl-Pod-Escapes .noarch 1
perl-Pod-Usage .noarch 8:
perl-Storable.xB6_64 8:2.45-3.e17
perl-Thread-Queue noarch
perl-constant .noarch 8:1.27-2.e17

perl-parent .noarch 1

perl-threads-shared .x86_64 8:1.43-6.e17

ip

1zo
1zo-devel
makecache
netuork
openss]
openss1-devel
pam
pam-devel

openss1-devel .xB6_64 1:1.8.2k-16.e17_6.1

krb5-devel .xE
Tibselinux-de
1zo-minilzo.>
perl.xB6_64 4
perl-Encode .
perl-File-Ter
per1-HTTP-Tix
perl-Pod-Per]
perl-Scalar-1
perl-Test-Har
perl-Time-Hi
perl-libs.xB6
perl-podlator
zlib-devel .xE

2.5~

el?

.48-3.e17
.84-294.e17_6
.63-3.el7

.82-2.el1?

.225-244 .17

openss1-1ibs.xB6_64 1:1.8.2k-16.e17_6.

ping
Phycont ig
qq.com
restart
service
v

vim

-y

yum

[root@localhost ~1# yum install -y openssl openssl-devel 1zo lzo-devel pam pam-devel automake pkgconfig makecache
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ependencies Resolved

Package Arch Uersion
Installing:

openvpn xB6_64 z.4.7-1.e1?
Installing for dependencies:

pkes1i-helper xB6_64 1.11-3.e1?

[ransaction Summary

Install 1 Package (+1 Dependent package)

lotal download size: 577 k
nstalled size: 1.3 M

pounloading packages:

sarning: ,var/cache/yun/xB6_64/7/epel packages /openvpn-2.4.7-1.e17.x86_64.rpm: Header U3 RSA/SHAZS6 Signature, key ID
Public key for openvpn-2.4.7-1.e17.xB86_64.rpm is not installed

(1/2): openvpn-2.4.7-1.17.x86_64.rpn

2/2): pesii-helper-1.11-3.e17.x86_64.rpm

lotal
Retrieving key from file:

€t/ pki/rpm-gpg/RPM-GPG-KEY-EPEL-7
Importing 6PG key Bx352C64E5:
Userid Fedora EPEL (?) <epel@fedorapro ject .org>”
Fingerprint: 919 ?d7c 4aSe 96f1 7f3e B8Bf ba2f aeaZ 352c 64e5
Package  : epel-release-7-11.noarch (Bextras)
From i setc/pki/rpn-gpg/RPM-GPG-KEY-EPEL-7
unning transaction check
unning transaction test
[ransaction test succeeded
unning transaction
Installing : pkesli-helper-1.11-3.e17.x86_64
Installing : openupn-2.4.7-1.e1?.x86_64
Uerifying : openvpn-2.4.7-1.e17.xB6_64
Uerifying : pkesli-helper-1.11-3.e17.x86_64

Installed:
openupn.xB6_64 B:2.4.7-1.e17

Dependency Installed:
pkes1i-helper.xB6_64 8:1.11-3.e17

omplete !
[root@localhost ~1# yum install -y openvpn
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openupn.xB6_64 8:2.4.7-1.e1?

Dependency Installed:
pkes1i-helper.xB6_64 8:1.11-3.e17

omplete !
[root@localhost ~M yum install -y easy-rsa

oaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: mirrors.163.com

* epel: mirror. lzu.edu.cn

* extras: mirror. jdcloud.com

* updates: mirrors.163.com

Resoluing Dependencies

> Rumning transaction check

> Package easy-rsa.noarch 8:3.8.3-1.e1? will be installed
> Finished Dependency Resolution

Dependencies Resolved

Package Arch Uersion
Installing:
easy-rsa noarch 3.8.3-1.el?

fransaction Summary

Install 1 Package

lotal download size: 31 k
Installed size: 73 k
pounloading packages:
-asy-rsa-3.8.3-1.e17.noarch.rpn
Running transaction check
unning transaction test
[ransaction test succeeded
unning transaction
Installing : easy-rsa-3.8.3-1.el1?.noarch
Uerifying : easy-rsa-3.8.3-1.el?.noarch

Installed:
easy-rsa.noarch 8:3.8.3-1.e17

omplete !
[root@localhost ~1# yum install -y easy-rsa
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[root@localhost “1# cp -R /usr/share/easy-rsa/ setc/openvpn/

rroot@localhost ~M cp susr/share/doc/openvpn-2.4.7/sample/sample-conf ig—f iles/server .conf /etc/openvpn/
[root@localhost “M cp -r /usr/share/doc/easy-rsa-3.8.3/vars. .example /etc/openvpn/easy-rsa/3

S, 3.8/ 3.8.3/

root@localhost ~Mt cp -r /usr/share/doc/easy-rsa-3.8.3/vars.example /etc/openvpn/easy-rsa/3.8.3/vars
[root@localhost ~ 1t
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Sample OpenUPN 2.8 config file for
multi-client server.

This file is for the server side
of a many-clients <-> one-server
OpenUPN conf iguration.

OpenUPN also supports
single-machine <-> single-machine
conf igurations (See the Examples page
on the web site for more info).

This config should work on Windows
or Linux/BSD systems. Remember on

Windous to quote pathnames and use

double backslashes, e.g.:

"C:\\Program Files\\OpenUPN\Nconf ig\\foo. key

"
"
"
"
"
"
"
"
"
"
"
"
"
"
"
"
"
"
Comments are preceded with ‘#’ or *: "
T e e e T T T T g
# Which local IP address should OpenUPN
listen on? (optional)

:local 192.168.138.13

Which TCP/AUDP port should OpenUPN listen on?
If you want to run multiple OpenUPN instances
on the same machine, use a different port
number for each one. You will need to

open up this port on your firewall.

port 1194

TCP or UDP server?
;proto tcp
proto udp
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