安装要求：
安装系统：LinuxCentos7   
阿里云、腾讯云均禁止使用邮件服务所必须的 25 端口提供邮件服务，因此您不能在 它们的云服务器部署邮件服务器。
iRedMail 只针对全新安装的操作系统设计，它要求你的操作系统上 没有 事先 安装邮件服务相关的组件，例如 MySQL，OpenLDAP，Postfix，Amavisd，等。 iRedMail 会自动安装和配置邮件服务所需的组件，因此如果操作系统上已有相关 组件，iRedMail 可能会打乱你的配置并造成服务无法正常启动。
安装前设置
1、设置一个完整域名（XXXX.com）的主机名
$hostname –f		//查看当前主机名
$vi /etc/sysconfig/network		//设置域名修改hosts主机名邮件域名
NETWORKING=yes
HOSTNAME=mail.XXXX.com
$vi /etc/hosts		
127.0.0.1 mail.XXXX.com localhost.Localhost
主机ip   mail.XXXX.com
$hostname –f
$hostname –s
$hostname –d
$hostname –f /etc/hosts		//保存更改
$vi /etc/selinux/config		//关闭selinux
SELINUX=enforcing 改为 SELINUX=disabled
$serenforce 0
$reboot		//重启
1、iRedmainl安装配置
$wget https://bitbucket.org/zhb/iRedmail/downloads/iRedmail-0.9.9.tar.bz2(版本根据需求最好是稳定版)或者本地下载上传
$tar –xjvf iRedmail-0.9.9.tar.bz2
$cd iRedmail-0.9.9
$IREDMAIL_MIRROR=’https://cnmirror.iredmail.org’
$SOGO_PKG_MIRROR=’https://cnmirror.iredmail.org’
$IREDMAIL_EPEL_MIRROR=’http://mirrors.aliyun.com/epel’
$bash iRedmail.sh
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[image: ]你的域名
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等待相关依赖包下载后除过防火墙22外其余yes 安装完成后登录地址账号密码已经输出
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$reboot
$netstat –tulpn		//查看监听端口
$vi /var/www/roundcbemail/config/config.inc.php
[image: ]
完成后在foxmail添加			//根据需求设置
[image: ]
注意如果遇到这些坑需要修改配置：
邮件发送错误504 5.5.2 
[image: ]
原因：邮件发送客户端的hello信息不完全的域名名称
方法：修改postfix配置文件/etc/postfix/main.cf 
注释这行 
[image: ]
邮件发送错误450 4.7.1
[image: ]
原因：反向PTR无法解析
方法同上：注释掉下面的一行：reject_unknown_helo_hostname
邮件发送错误554 5.7.1,454 4.7.1
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原因：通过查看日志发现，我们发送邮件是匿名的，在配置文件中启用外发邮件必须认证即可
[image: ]
方法：修改postfix配置文件/etc/postfix/main.cf添加以下内容
smtpd_sasl_auth_enable = yes #使用SMTP认证
broken_sasl_auth_clients = yes #让不支持RFC2554的smtpclient也可以跟postfix做交互
smtpd_sasl_local_domain = $myhostname #需要认证的域，
smtpd_sasl_security_options = noanonymous //不允许指定域进行匿名发送邮件
[image: ]
重启服务即可
出现退信问题：查看log发现这么一句话：postfix/postscreen[11355]: NOQUEUE: reject: RCPT from [58.100.201.195]:55227: 550 5.7.1 Service unavailable; client [58.100.201.195] blocked using zen.spamhaus.org;
方法：修改master.cf配置文件 
$vi /etc/postfix/master.cf
#smtp      inet  n       -       n       -       1       postscreen
#dnsblog   unix  -       -       n       -       0       dnsblog
#smtpd     pass  -       -       n       -       -       smtp
#tlsproxy  unix  -       -       n       -       0       tlsproxy
smtp       inet  n       -       n       -       -       smtp
$systemctl restart postfix, systemctl restart dovecot, systemctl restart cbpolicyd;
邮件慢 vi /etc/policyd/cluebringer.conf     找到Greylisting 前面加#
未遇到的问题正在更新,到此iRedmail问题解决
Redmine安装前配置
$yum -y install epel-release
$yum -y install curl-devel sqlite-devel libyaml-devel
ruby yum安装版本对不上, 直接rvm安装rvm及ruby
$gpg	--keyserverhkp://keys.gnupg.net --recv-keys 409B6B1796C275462A1703113804BB82D39DC0E3
$\curl -sSL https://get.rvm.io | bash -s stable
$source ~/.bashrc
$source ~/.bash_profile
$source /usr/local/rvm/scripts/rvm$
$ rvm -v 版本信息
$ rvm lsit konwn Ruby版本
$ source /etc/profile.d/rvm.sh
$ set up system environment for Ruby
$ rvm reload 
$ rvm install  2.3.3
安装rails和rake
$ gemsource-ahttp://mirrors.aliyun.com/rubygems/
$geminstallrake -v 12.0.0
$geminstallrails -v 4.2.6
安装过iRedmail邮件的数据库
$mysql –u root -p
>create database redmine character set utf8;	//创建一个redmine的数据库
>create user 'redmine'@'localhost' identified by 'password';	
>grant all privileges on redmine.* to 'redmine'@'localhost' identified by 'password';
//创建一个用户并设置密码
>flush privileges;   退出mysql
未安装iRedmail邮件数据库
redmine 需要用到数据库,所以先装个mysql
$ wget http://dev.mysql.com/get/mysql57-community-release-el7-11.noarch.rpm
$ rpm -ivh mysql57-community-release-el7-11.noarch.rpm
$ yum install mysql-community-server mysql-devel
$ mysqld –user=root –skip-grant-tables &&
>UPDATE mysql.user SET authentication_string=PASSWORD('密码') where USER='root';
>UPDATE mysql.user SET authentication_string=PASSWORD('密码') where USER='root';
> SET PASSWORD FOR root=PASSWORD('密码');
> flush privileges;
>grant all privileges on *_* to 'root'@'%' identified by '密码' with grant option;
>flush privileges; (重载授权表)之后按照安装过iRedmail的方法设置
2、安装redmine
$ wget http://olvimidkv.bkt.clouddn.com/redmine-3.3.0.tar.gz
$ tar -zxvf redmine-3.3.0.tar.gz	//解压
$ mv redmine-3.3.0 /usr/local/	//解压
$ cd  /usr/local/redmine-3.3.0/config
$ cp database.yml.example database.yml		//设置数据库参数
$ vi  database.yml		//修改database.yml里面production的配置
production:
adapter: mysql2
database: redmine                   #我们创建的redmine数据库
host: localhost
username: redmine                  #我们之前为redmine数据库创建的用户
password: "my_password"   #我们之前为redmine数据库创建的用户密码
encoding: utf8
$yum install mysql-devel		//在当前目录下
$yum -y install ImageMagick* subversion*
$bundle install --without development test rmagic
$ rake generate_secret_token		//生成存储秘钥
$ rake db:migrate RAILS_ENV=”production” //创建表生成数据结构
$ rake redmine:load_default_data RAILS_ENV=”production”//加载默认配置
这时候会提示你选择语言,输入:zh
$ ruby usr/local/redmine.3.3.0/bin/rails server -b0.0.0.0 -p8080 webrick -e production –d 
usr/local/redmine.3.3.0是你的安装目录
-b0.0.0.0指定可以通过ip访问，不然只能通过localhost或者127.0.0.1访问
-p8080 指定端口号，不指定默认是3000
-d 是把输出打印到后台
登录地址：127.0.0.1:8080 
默认的用户名和密码都为admin 登陆成功后修改密码
3、安装SVN
$yum install -y subversion
$ svnserve –version		//验证版本
$ mkdir/home/svn		//创建SVN版本库
$ svnadmin create /home/svn/project 
我这里将svn作为所有版本库的目录，并创建了一个名为project的版本库
$cd /home/svn/project   //配置当前版本库
$ls
$cd conf
$ls 
$vi svnserve.conf		//svn综合配置文件
[image: ]
$vi passwd  		//用户名口令文件，对相关用户配置用户名密码
[image: ]
$vi authz		//权限配置文件，增加用户
[image: ]
$ svnserve -d -r /home/svn/		//启动停止SVN
$ ps -aux |grep svn		//找出该进程，直接kill掉
$ kill -9 进程id
$ mkdir /home/svn/MyProject
$ mkdir /home/svn/MyProject/trunk
$ mkdir /home/svn/MyProject/branches
$ mkdir /home/svn/MyProject/tags
$ svn import MyProject svn://服务器ip/project/MyProject -m "first import project"
[image: ]
[image: ]
相关技术参考文档：
1、 https://docs.iredmail.org/install.iredmail.on.rhel-zh_CN.html
2、 https://blog.csdn.net/freshsunma/article/details/80631094
3、 https://www.qnjslm.com/ITHelp/590.html
4、 https://blog.csdn.net/cloudlll/article/details/53522566
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It's strongly recommended to choose the one you're famliar with for
easy maintenance. They all use the same webmail (Roundcube) and admin
panel (iRedAdnin), and no big feature differences between them.

TIP: Use SPACE key to select item.

()o An_open_source_inplenentation_of LDAP protocol
arian)
) P Powerful,_open_source_database_system
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Please specify password for MySQL adninistrator root on server
127.0.0.1.

WARNING:
* Do *NOT* use double quote (*) in password

* EMPTY password is *NOT* pemitted.
* Sample password: qGKB1rsabzHI2CLUXS1BrbIHINUHH

l.,......
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Please specify your first mail domain name.

EXAWPLE:

* example.con

WARNING:

It can *NOT* be the same as server hostnane: mails.renjiale.com.

We need Postfix to accept emails sent to system accounts (e.g. root), if
your mail domain is same as server hostname, Postfix won't accept any
email sent to this mail domain.

renjiale.con
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Please specify password for the mail domain administrator:
* postmastererenjiale.con

You can login to webnail and iRedAdmin with this account.
WARNING:

* Do *NOT* use special characters (like §, #, @, white space) in
password.

* EMPTY password is *NOT* pemitted.
* Sample password: SdmnAdW6ravNfYQQHOZHISODtC1IYb
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* DKIM signing/verification and SPF validation are enabled by default.
* DNS records for SPF and DKIM are required after installation.

Refer to below file for more detail after installation:

* /root/iRedMail-0.9.9/iRedMail. tips

[#] R Popular_webmail_built_with_PHP_and_AJAX

[*] s Webnail, Calendar,_Address_book

[*] n Avesone_Systen monitor

[*] i Official web-based_Adnin_Panel
[Fail2ban

lext
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.
0,
* Below file contains sensitive infomation (username/password), please *
* do remember to *MOVE* it to a safe place after installation. e
* * /root/iRedMail-e.9.9/config

PP RRRRPRP RS ——
rrrTE R Rk REView YOUT SELLINGS XEFERKRRKKETTIKKRRRELTRRKERLE

* Storage base directory: /var/mail
* Mailboxes:

* Daily backup of SQL/LDAP databases:

* Store mail accounts in: MariaDB

* b server: Nginx

* First mail domain name: renjiale.con

* Mail domain admin: postmaster@renjiale.com
* Additional components: Roundcubemail S0Go netdata iRedAdmin Fail2ban

< Question > Continue? [y|NIl|
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AR AR AR AR AAAAAAAAAAAAAAFAAAFAAAAAFRRRRRRRRRRT

* iRedMail-0.9.7 installation and configuration complete
FERLEEEREE L EE LK EE LR KR EE LR ER LR KR LR DR ER LR DO KR LR DR KR LR DR

[ INFO ] Disable SELinux in /etc/selinux/config

< Question > Would you like to use firewall rules provided by iRedMail?

< Question > File: /etc/sysconfig/iptables, with SSHD port: 22. [Y|nln <=

[ INFO ] Skip firewall rules.

< Question > Would you like to use MysQL configuration file shipped within iRedMail now?
< Question > File: /etc/my.cnf. [Yin]y

[ INFO ] Copy MySQL sample file: /etc/my. cnf.

[ INFO ] Enable SSL support for MySQL server.

[ INFO ] Updating ClamAV database (freshclam), please wait

/home/harry/ iRedMail-0. 5. 7/ functions/cleanup. shi line 240: freshclam command not found
S RS
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FRRRRR R R R R R
URLs of installed web applications

- Roundcube webmail: httpS: //mail. harry. con/mail/ < FBFEREWEBRERIIE
- Vieb adnin panel (iRedAdmin): https://mail. harry. con/iredadmin/

You can login to above links with below credential:

EEREAEESHFEML
- Username: postmaster@harry. com
- Password: adninizzharry - FERNERESNEE

R £ EEOOE KR £ £ 4 EEOOEERE £ ERONERE £ £ 8 EEEOEERE £ ERORERE £ £ 8RR
Congratulations, mail server setup completed successfully. Please

read below file for more information
L ESBR BN ESEEZ SR

- /home/harry/iRedMail-0. 9.7/ iRedMail. tips «gemm
And it's sent to your mail account postmasterfharry. com

R0 WARNING.
rebootE S REFEFREmaillRSS

¢ Please reboot your system to enable all mail services,
‘
£ EROOEER L £ EOOEERE £ EOORERE £ £ EEEREEE £ £ 8 EEOREERE £ 8 EERREERE £ EERE

root@mail iRedMail-0.9.71# ]

.
.
.
.
.
.
.
.
.
.
.
.
‘
.
.
.
.
.
.
.
‘
.
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// SYSTEM

Sconfigl’ force_https'] = true 4——mﬁfalseﬂllj
Sconfil’ login_autocomplete’] =
Sconfiol’ ip_check']
sconfigl’ des_key ] €0y fLF1pg4T1EX64NZOPAKP 5

Sconfigl’ cipher_method' ] = * AES-256-CBC ;

Sconfil’ useragent’] = ’ Roundcube Webmail'; // Hide version number
//5configl” usernane_donain’] = harry. con;

Sconfigl“mine_types'] = ' /etc/mime. types’;

// USER INTERFACE
Sconfigl’ create_default_folders'] = trug
Sconfigl’ quotazero_as_unlimited ] = true
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T

sntpd_helo_required = yes

sntpd_helo_restrictions =
pemit mynetworks
pemit_sas_authenticated

elo_access.pcre

reject non_fadn helo_hostnane
reject_unknown_helo_hostnane
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<admin@qnjsim.com>, server reply: 450 4[7.1

alex@anjsim.com o ESo )
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alex@qpjsim.com
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RePTHR
o FRES: 454 4.7.1 <669457994@qq.com>: Relay

access denied

alex@qpjsim.com
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Dec 17 11:01:58 www postfix/smtpd[1740]: disconnect from unknown[101.64.179.207]

Dec 17 11:02:11 www postfix/postscreen[1739]: CONNECT from [101.64.179.207]:10466 to
[103.79.76.193]:25

Dec 17 11:02:11 www postfix/postscreen[1739]: PASS OLD [101.64.179.207]:10466
Dec 17 11:02:11 www postfix/smtpd[1740]: connect from unknown[101.64.179.207]

Dec 17 11:02:12 www postfix/smtpd[1740]: Anonymous TLS connection established from
unknown[101.64.179.207]: TLSv1.2 with cipher ECDHE-RSA-AES256-GCM-SHA384 (256/256 bits)

Dec 17 11:02:12 www postfix/smtpd[1740]: NOQUEUE: reject: RCPT from
unknown[101.64.179.207): 454 4.7.1 <669457994@qg.com>: Relay access denied; from=
<alex@qnjsim.com> to=<669457994@qg.com> pr

0to=ESMTP helo=<DESKTOP-8NP2UMV >
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mtpd_sasl_auth yes
broken_sasl_auth_clients = ye5
sntpd_sasl_Tocal_domain = smyhostnane
sntpd_sasl_security_options = noanonymous
#sntpd_tls_auth_only = yes
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ad_and write access to the repository.

### The password-db option controls the location of the password
### database file. Unless you specify a path starting with a /,
### the file's location is relative to the directory containing
### this configuration file.
g I SASL is enabled (see below), thls file will NOT be used.

= = efault password file.

= P e Location of the authorization
### rules for path-based access control. Unless you specify a path
### starting with a /, the file's location is relative to the the
### directory containing this file. If you don't specify an
### authz-db, no path -based access control is done.

2 ¢ default authorization file.

= ation realm of the repository.
g2 I two repnsnorls have the same authentication realm, they should
### have the same password database, and vice versa. The default realm

dption causes svnserve to case-normalize

### usernames hefore cnlnparmg them against the authorization rules in the
### authz-db file configured above. Valid values are “"upper" (to upper-
### case the usernames), "lower" (to lowercase the usernames), and

### "none" (to compare usernames as-is without case conversion, which

### is the default behavior).

# force-username-case = none @51CTOH%E
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g## This file 1s an example password file for svnserve.

### Its format is similar to that of svnserve.conf. As shown in the
### example below it contains one section labelled [users].

### The name and password for each user follow, one account per line.

[users]
# harry = harryssecret

@51CTOH %
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### grant read ( r ) access, read-write ( rw ) access, or no access
# (7).

[aliases]
# joe = /C=XZ/ST=Dessert/L=Snake City/0O=Snake 0il, Ltd./OU=Research Institute/CN=Joe Average

[groups]

# harry_and_sally = harry,sally

# harry_sally_and_joe = harry,sally,&joe
user = luoxiao

# [/foo/bar]
# harry = rw
# &joe=r
# %=

# [repository:/baz/fuz]
# @harry_and_sally = rw
#*x=r

%]
fluoxiao = rw @51CTOfH %=
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[root@localhost svnl# svn import MyProject svn://192.168.204.128/project/MyProject -m "first
import project”

Authentication realm: <svn://192.168.204.128:3690> My First Repository

Password for ‘root':

Authentication realm: <svn://192.168.204.128:3690> My First Repository

Username: luoxiao

Password for ‘luoxiao':

ATTENTION! Your password for authentication rea

<svn://192.168.204.128:3690> My First Repository

can only be stored to disk unencrypted! You are advised to configure
your system so that Subversion can store passwords encrypted, if
possible. See the documentation for details.

You can avoid future appearances of this warning by setting the value
of the 'store-plaintext-passwords' option to either 'yes' or 'no’ in
*/root/.subversion/servers"’.

ATTENTION! Your password for authentication rea

<svn://192.168.204.128:3690> My First Repository
can only be stored to disk unencrypted! You are advised to configure
your system so that Subversion can store passwords encrypted, if
possible. See the documentation for details.

You can avoid future appearances of this warning by setting the value @51CTOli %
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You can avoid future appearances of this warning by setting the value
of the 'store-plaintext-passwords' option to either 'yes' or 'mo' in
*/root/.subversion/servers’.

Store password unencrypted (yes/no)? yes

Adding MyProject/tags

Adding MyProject/trunk

Adding MyProject/branches @51CTOfH %
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Package Arch Version Repository size

Installing:
epel-release noarch 7-1 extras Bk

Transaction Summary

Install 1 Package

Total download size: 15 k

Installed size: 24 k

Downloading packages:

epel-release-7-11.noarch. rpm | 15kB 00:00:00
Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : epel-release-7-11.noarch 1
Verifying : epel-release-7-11.noarch n
Installed:

epel-release.noarch 0:7-11

Complete!
[ INFO ] Fetching source tarballs ...
[ INFO ] + 1 of 5: https://dl.irednail.org/yun/misc/iRedAdnin-0.9.6. tar.bz2

[ INFO ] + 2 of 5: https://dl.iredmail.org/yun/misc/mlmmjadmin-2.1.tar.qz
[ INFO ] + 3 of https://dl.iredmail.org/yum/misc/iRedAPD-2.7.tar.bz2

[ INFO ] + 4 of 5: https://dl.irednail.org/yun/misc/netdata-v1.13.0.g2. run
L}
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Please specify a directory (in lowercase) used to store user mailboxes.
Default is: /var/wmail

NOTES:

* Depends on the mail traffic, it may take large disk space.

* Maildir path will be converted to lowercases, so please create this
directory in lowcases.

* It cannot be /var/mail or /root.

* Mailboxes will be stored under its sub-directory: /var/wiail/wiaill/

* Daily backup of SQL/LDAP databases will be stored under another

sub-directory: /var/wmail/backup.

var/wmaill
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Choose a web server you want to run.

TIP: Use SPACE key to select item

figinx
N

T don't need any web applications on this server





